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SUMMARY OF REVISIONS 
 
Establishes local procedures regarding emission security (EMSEC) duties and responsibilities and 
requesting classified processing.   
 
AFI 33-203, 26 September 2002, is supplemented as follows: 
 
1.1.2.  (HQ LAANG) 159CF/SCM identifies required Information Assurance (IA) countermeasures; 
assesses the need for EMSEC as a part of IA; determines the required EMSEC countermeasures; advises 
commanders of vulnerabilities, threats, risks; and recommends a practical course of action. 
 
2.11.2.  (HQ LAANG) 159CF/SCM makes EMSEC assessments of all information systems that process 
classified information, including geographically separated organizations, unless there are other formal 
agreements (see AFI 33-203, paragraph 4). 
 
2.11.3.  (HQ LAANG) 159CF/SCM makes EMSEC countermeasures reviews when required (see AFI 33-
203, paragraph 5). 
   
2.11.4.  (HQ LAANG) 159CF/SCM makes EMSEC inspections to determine compliance with EMSEC 
requirements (see AFI 33-203, paragraph 8).  
 
2.11.5.  (HQ LAANG) 159CF/SCM certifies the information system as meeting EMSEC requirements 
(see AFI 33-203, paragraph 9).  
 
2.11.6.  (HQ LAANG) 159CF/SCM makes reassessments as required (see AFI 33-203, paragraph 11). 
 
2.11.7.  (HQ LAANG) 159CF/SCM implements emission security information messages. 
 
2.11.9.  (HQ LAANG) 159CF/SCM forwards a copy of all EMSEC countermeasures reviews according 
to AFMAN 33-214, Volume 2, Emission Security Countermeasure Reviews. 
 
2.11.11.  (HQ LAANG) 159CF/SCM advises commanders, managers, supervisors, and users of 
countermeasures required to adequately protect classified information (the countermeasures review) and 
what deficiencies exist for their information systems (the EMSEC inspection). 
 
2.11.14.   (HQ LAANG) 159CF/SCM provides 38th Engineering Installation Group and systems 
networking personnel with countermeasures requirements for information systems before engineering and 
installation begins.  
 
2.11.15.  (HQ LAANG) 159CF/SCM assists the wing civil engineer in planning new facilities, or 
reconfiguring existing facilities, that process classified information.  Advises the wing civil engineer of 
any countermeasures requirements for new construction or upgrade projects. 
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2.11.16.  (HQ LAANG) 159CF/SCM reviews and approves required countermeasures for contractor 
facilities supporting wing contracts. 
 
2.11.17.  (HQ LAANG) 159CF/SCM helps the contracting officer obtain standards necessary for 
contractual compliance with EMSEC requirements. 
 
2.11.18.  (HQ LAANG) 159CF/SCM reviews all Project Support Agreements, project packages, and 
installation plans, including revisions, for facilities that will process classified information, to include 
applicable EMSEC requirements. 
 
2.11.19.  (HQ LAANG) 159CF/SCM assists users with the technical aspects of applying 
countermeasures. 
 
2.13.1  (HQ LAANG) Contact the 159CF/SCX office to initiate an AF Form 3215, IT/NSS 
Requirements Document, when the need to process classified information arises. 
 
2.13.2.  (HQ LAANG) Request the 159CF/SCM office make an EMSEC assessment to identify the need 
for EMSEC at the earliest possible date. 
 
2.13.4.  (HQ LAANG) Request the 159CF/SCM office perform an EMSEC inspection, after installation, 
but before operation.  
 
3.1.  (HQ LAANG) The user must contact the 159CF/SCX office whenever they intend to process 
classified information to initiate an AF Form 3215.  The user must do this before selecting the operational 
facility or room, beginning architectural engineering and facility design, procuring information systems, 
beginning engineering and installation, or processing classified information.  See AFI 33-203, Attachment 
2 for and EMSEC flowchart. 
 
3.2.  (HQ LAANG) The 159CF/SCM office determines required countermeasures and makes the EMSEC 
assessments to determine the need for EMSEC countermeasures (see AFI 33-203, paragraph 4).  When 
needed, the 159CF/SCM offices makes the EMSEC countermeasure reviews to determine specific 
EMSEC countermeasures based on the threat for that location (see AFI 33-203, paragraph 5).  This is the 
EMSEC portion of determining the security policy for the certification and accreditation (C&A) portion 
of the information system.  
 
4.2.  (HQ LAANG) If the information system will process classified information, the using organization 
must contact the 159CF/SCX office to initiate an AF Form 3215. 
 
4.2.1.  (HQ LAANG) The 159CF/SCM office makes the EMSEC assessment for all information systems 
that process classified information. 
 
4.3.  (HQ LAANG) The 159CF/SCM office. 
 
8.  (HQ LAANG) Upon notification from the 159CF/SCX office, the 159CF/SCM office makes an 
EMSEC inspection to make sure the required countermeasures are effectively applied or implemented. 
 
9.  (HQ LAANG) As a part of the C&A process, the 159CF/SCM offices certifies all required EMSEC 
countermeasures are in place after the EMSEC inspection.  Certify the information system as meeting 
EMSEC requirements on AF Form 4170, Emission Security Assessments/Emission Security 
Countermeasures Review, according to AFMAN 33-214, Volume 2.  Recertify during reassessments 
(see AFI 33-203, paragraph 11).  Document recertification by dating and signing the AF Form 4170 in or 
near the certification block of the AF Form 4170. 
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13.4.1.  (HQ LAANG) The user initiates the waiver request and forwards it to the 159CF/SCM office for 
review. 
 
13.4.2.  (HQ LAANG) The 159CF/SCM office reviews the request for validity and if valid, forwards the 
request to the Major Command IA office or Special Category EMSEC representative fore review. 
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